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Goal & Design of Attack

- Attacker wants to read memory from another program
- CPU won't let 1t do that!
- Must trick CPU into giving up data

- Attacker program uses cache to leak data
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Example

1. Attacker program creates an array in memory with 256 cache block sized items
). Attacker program makes sure this array Is cleared from the cache

I

array of 256 cache-sized blocks
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Example

[ want to read
Ox 5000001

3. Attacker program chooses what memory address to read from

I

array of 256 cache-sized blocks
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Example

secret = [0x5000001]
array|[secret]

4, Attacker program will tell the CPU to read a value from the array coresponding
to what the memory address contains

I

array of 256 cache-sized blocks
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Example

secret = [0x5000001] €=

array|[secret]

4, Attacker program will tell the CPU to read a value from the array core/ pnding

to what the memory address contains

I

array of 256 cache-sized blocks

Value at that

address 1s
2351
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Example

secret = [0x5000001]

array[secret] € —

4, Attacker program will tell the CPU to read a value from the array core/ pnding

to what the memory address contains

I

array of 256 cache-sized blocks

I will
read block
k235!
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Example

Walt, the program
wasn't allowed to
read that!

I need to see

which of the 256
blocks reads the
fastest!

4. Attacker program sees which block was loaded Into cache

Blocks in cache take about 1/1000th of the time to read than blocks in memaory

The CPU does not evict the block from the cache!

I

array of 256 cache-sized blocks
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Example

4. Attacker program sees which block was loaded Into cache
Blocks in cache take about 1/1000th of the time to read than blocks in memory

4
I

array of 256 cache-sized blocks
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Other Notes

The attacker program uses a high precision timer to
measure the read delay.

Ihe attacker program can repeat this process indefinitely.

IThe code which tricks the CPU into loading the value the
program Isn't allowed to read Is able to run due to branch
prediction, which 1s @ mechanism In the (PU to guess If
conditionals run or not.
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